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Abstract - The purpose of the study was to identify and 
review the existing security features that influences the 
use of ATMs in Namibian perspective. Worldwide, fraud 
cases involving ATM card cloning have been increasing 
over the past decade. If this is not solved, it is a major 
concern as many customers will continue to lose their 
hard earned money to criminals. Various forms of fraud 
are perpetuated at ATMs when using PIN number based 
user authentication which are; card cloning, PIN theft 
and PIN cracking. In this study, qualitative research 
approach was used to collect data using a self-prepared 
interview schedule. In-depth interviews were conducted 
with thirteen (13) officials from the police department, 
various commercial banks and a university in Namibia. 
Results from the qualitative research study indicated that 
the current security features of ATMs in Namibia are; 
PIN numbers, placing of ATMs at secure locations, 
CCTV cameras and daily limit withdrawals on ATM 
machines. However, these security features are not 
enough to protect against ATM frauds. There is need to 
make use of biometric fingerprints together with PIN 
numbers to enhance security features of ATMs.  
Keywords:  
Automated Teller Machine (ATM), Biometrics, 
Personal Identification Number (PIN), Fingerprint. 
 
1. INTRODUCTION 
Worldwide, security issues in the banking sector 
have been a major concern from the past years 
(Mohammed, 2011). As ICT technologies are 
advancing, fraudsters are also frequently updating 
their skills for tempering with the ATMs (Oko & 
Oruh, 2012). Worldwide, managing the risks 
associated with ATM fraud is an important issue 
for all financial institutions (Malviya, 2014). In this 
modern world of advanced technologies, many 
people are using ATM machines as they are 
convenient (Signh, Akhile & Kumar, 2016). As the 
number of ATM users increases, the chances that 
some of them would compromise the ATM’s 
security system also increases (Amin, Chong, 
Hashim & Chizari, 2015). This implies that all 
banking institutions must ensure enhanced security 
for ATM transactions.  
The Namibian economy has lost approximately 
N$38 million dollars between 2015 and 2016 due 
to the fraudulent activities in Namibian banks 
(Pienaar, 2016). Furthermore, over 400 ATM fraud 
cases were reported by Namibian banks between 
2014 and 2015 (Pienaar, 2016). In addition, ATM 
fraud cases were reported in Namibia when various 
criminals were accused of having been involved in 
the forging of hundreds of ATM bank cards and 
having used these cards to withdraw millions of 
Namibian dollars (Menges, 2009). According to the 
Free Press of Namibia (2017), credit and debit card 
scam has been escalating sharply over the past five 
years costing Namibians millions of dollars to 
fraudsters. In 2015, N$1.2 million has been lost in 
ATM card fraud only and this figure increased 
nearly seven times in 2016 when approximately 
N$8 million was recorded for card fraud.  
Considering these numerous security challenges 
currently encountered by ATM users, the need to 
enhance the ATM’s security systems is pivotal. In 
most situations in Namibia, one requires an ATM 
card and a Personal Identification Number (PIN) in 
order to transact at an ATM machine. However, 
using such approach, it is not possible to verify that 
the person involved in the transaction is not a 
fraudster despite having the correct PIN number 
and ATM card.  
According to Namibia Statistics Agency (2015), 
Namibia has an estimated total population of 
approximately 2.3 million people. At present six 
commercial banks namely; Bank Windhoek, First 
National Bank (FNB), NamPost, Ned Bank, 
Standard Bank and Ebank are operating in 
Namibia. According to the commercial point of 
view, there are too many banks in Namibia when 
compared to the current number of inhabitants. All 
the same, banks need to be equipped with modern 
ATM systems that satisfy their customers.  
All the financial institutions in Namibia with the 
exception of NamPost implement the traditional 
PIN to verify and authenticate users transacting at 
ATMs. NamPost is the only banking institution that 
uses fingerprint authentication method during a 
transaction inside the banking hall. However, 
NamPost does not have any ATM yet. In Namibia, 
the only items required is an ATM card and a PIN 
number to transact at any ATM machine. 
According to Amin et al. (2015), the mostly used 
ISSN: 2321-8819 (Online) 2348-7186 (Print) Impact Factor: 1.498 Vol. 6, Issue 7, July, 2018  
30 
Asian Journal of Multidisciplinary Studies, 6(7) July, 2018 
 
  
  
 
 
 
ATM cards today implement the smart card 
technology. Even though smart card based ATM 
cards are not 100% secure, their security features 
are better off compared to the magnetic stripe cards 
(Hooda, 2016). 
As ATM technology is advancing, likewise 
fraudsters also frequently update skills for evading 
the security of ATM systems (Oko & Oruh, 2012). 
According to Mohammed (2011), there is a wide 
variety of frauds happening at ATMs. These types 
of frauds are card theft, card skimming or cloning, 
PIN theft and forced withdrawals. Worldwide, 
reducing the ATM frauds is important within the 
banking industry. Due to these ATM frauds, there 
is need to improve the ATMs’ security systems to 
ensure an enhanced safety of customers’ funds. 
Dhir, Kaur, Chen, and Lonka (2016) noted that the 
experience of an individual with any product or 
service is an important determinant of his or her 
future intentions to use it or not.  
Worldwide, fraud cases involving ATM card 
cloning have been increasing over the past decade 
(Jebaline & Gomathi, 2015). If this continues, it is 
a major concern as many customers will continue 
to lose their hard earned money to criminals 
(Shinde & Bendre, 2015). In 2016, Bank of 
Namibia ordered all the commercial banks in 
Namibia to phase out magnetic stripe ATM cards 
and replace them with smart cards in an effort to 
reduce ATM frauds. The introduction of ATM 
smart cards have reduced card cloning significantly 
in Namibia as smart cards are difficult to clone. 
However, ATM card frauds are still a cause for 
concern in the Namibian banking industry. This is 
because even if a customer is using ATM smart 
card, a fraudster can still withdraw money if he/she 
gets hold of victim’s PIN number and ATM card. 
Considering these challenges experienced by ATM 
users, how then can a more secure ATM user 
authentication system be developed? Despite the 
fact that ATM card fraud is a major problem in 
Namibia, few studies have been conducted to 
improve the ATM security systems (Sivasankari & 
Muthukumar, 2016).  
2. LITERATURE REVIEW 
Various researchers have examined different ways 
in which ATM systems can be improved in order to 
provide enhanced security on customers’ accounts. 
Amurthy and Redddy (2012) developed a 
multilevel ATM system that makes use of 
fingerprint details and Global System for Mobile 
Communications (GSM). In their proposed system, 
the customers have to provide their fingerprint and 
mobile numbers when opening bank accounts and 
their details would be stored in a central database. 
When the customer wishes to transact at an ATM, 
he/she has to scan the fingerprint on the ATM 
machine. If the fingerprint is correct, the four digit 
PIN number will be automatically generated and 
send to the customer’s mobile number. The 
customer would then input that PIN number and 
the customer would be granted access into the 
account. Otherwise if the fingerprint scanned is 
wrong, the session would be terminated.  
In the above case, the customer does not need to 
carry any ATM card and do not need to remember 
any PIN number as the system would automatically 
generate the session PIN number. However, using 
such an approach have some disadvantages. The 
system will depend on other third party service 
providers meaning that if the mobile operators are 
down the customers will not be able to transact at 
ATMs. In addition, if fingerprints of the customers 
are dirty then he/she will not have access to the 
account as the system will reject such fingerprints. 
However, when using a combination of fingerprints 
and PIN numbers, a lower threshold can be used to 
accept slightly different fingerprints if the PIN 
number entered for the first time is correct. As 
noted by Ravi et al. (2016), the varying angles at 
which finger tips are pressed onto a fingerprint 
recognition system increases the number of false 
rejections. Moreover, since fingerprint details will 
be transmitted over the network, there is some 
security issues involved as well. In addition, the 
verification will be slow since the fingerprints 
would be stored in the central database. Unlike 
when using a smart cards, the fingerprint details 
will be stored on the smartcard itself and 
authentication is done locally making the whole 
process a bit faster. The current study used the 
combination of fingerprint details and PIN number 
details stored on the smart card chip. 
Kumar et al. (2016) conducted a research on 
improving ATM security by integrating ATMs 
with biometrics authentication. In their proposed 
system, the customer has to scan both the 
fingerprint and face before money can be 
withdrawn from the account. Their proposed 
mechanism seems to be more secure as well but the 
time needed by one customer to transact at an ATM 
is very long. In this approach the user has to insert 
ATM card, enter PIN number, scan fingerprint and 
face and then the OTP will be generated and send 
to the mobile cell phone. Furthermore, the 
disadvantages of OTP as noted by Ravi et al. 
(2016) to authenticate ATM transactions makes 
this approach not to be the best.  
Hooda (2016) proposed a research on the 
improvement of ATM security in the banking 
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industry. The research proposed multi-level 
authentication whereby a customer has to insert an 
ATM card and key in the PIN number details. If the 
entered PIN number by the customer is correct, the 
customer has to scan the face from three different 
angles before access to the account can be granted. 
If any of the facial angles mismatch with the one 
stored in the database, the ATM card will be 
rejected. This proves to be secure as no one can 
steal the face of another person. Also everyone is 
always with their face unlike PIN numbers that can 
be forgotten. However, using such an approach has 
some disadvantages; scanning customers faces 
three times will result in long queues and this can 
frustrate customers. Thus fingerprint is much better 
as it can only be scanned once thereby making the 
process faster. In their research study, they did not 
include any face grid algorithm. In this study, the 
researcher developed an algorithm that improves 
the fingerprint recognition. In addition, storing 
biometric details and PIN number details in the 
database will make the whole process slow since 
there will be need to connect to the database each 
time the customer transact at the ATM. Thus the 
researcher proposed storing fingerprint details in 
the smartcard so that authentication is done locally 
at the ATMs, thus making the process a bit fast. 
3. METHODOLOGY 
In this study, the researcher used mixed research 
approach; qualitative and quantitative. Generally, 
qualitative research tries to understand the 
meanings of information that is gathered from 
people (Henning et al., 2009). Kothari (2009) noted 
that qualitative research is mainly used to 
understand people. Berg (2011) was of the opinion 
that qualitative research is used to get information 
from people that cannot be gathered through 
quantitative methods. In this study, qualitative 
research was used to gather data about the currently 
used ATMs in Namibia 
Creswell (2010) defined the target population as 
the entire set of individuals or a group of people in 
which the researcher would like to generalise the 
results from the study. In this study, the target 
population was all the frequent ATM users in 
Namibia, Namibian police officials as well as the 
officials from commercial banks in Namibia.  
Berg (2011) defined purposive sampling as the 
non-probability sampling method in which the 
researcher uses his own judgment to select the 
participants. Purposive sampling is also referred to 
as judgmental, subjective or selective sampling 
(Berg, 2011). The researcher used a purposive 
sampling technique to select the participants of the 
research study. This type of sampling technique 
saves time and money since the researcher would 
just choose the participants that are more suitable 
to answer the questions. In this study, the 
researcher only selected the people who have 
knowledge about the working of ATMs and the 
current challenges being faced by the ATM users.  
According to Johnson and Christensen (2010), a 
sample is a portion of a population or universe. In 
this study, 13 participants were interviewed as 
follows; four participants from a university in 
Namibia, seven participants from various 
commercial banks and two participants from 
Namibian Police.  
The data collection instrument was divided into 
two parts. The first section was for the personal 
details of the participants. The second section was 
the self-prepared, semi-structured interview guide 
that was used to conduct the interviews. Creswell 
(2010) defined interviews as a method of asking 
questions to the respondents face to face. The 
respondents would be asked oral questions and they 
will be giving their answers in the form of a 
discussion. Interviews are considered the best to 
collect data from a small group of people and they 
can collect primary data before it is distorted (Yin, 
2008). Interviews are also effective because the 
feedback is instant and both the interviewer and the 
interviewee can ask questions for clarification (Gill 
& Johnson, 2010). Unlike questionnaires, if the 
participants are not understanding a specific 
question, they cannot ask.  
4. RESULTS AND DISCUSSION 
This section has examined in detail the results 
obtained from the respondents during data 
collection. The results of the qualitative study have 
been analysed and synthesized in detail. The 
demographic profile of the respondents and an 
analysis of the objectives according to the results 
were presented.  
4.1 Response rate 
A total of 13 participants were chosen by the 
researcher to answer the interview questions. The 
people interviewed were from university, selected 
commercial banks and the Namibian police. The 
response rate is shown in table 1. 
Table 1: Interview response rate 
Institution No. of Respondents Successful Responses Response Rate % 
Namibian Police 2 2 100 
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Various Banks 
7 7 100 
 University 4 4 100 
Total 13 13 100 
 
Table 1 indicates that the response rate for the 
interviews was 100%. This high response rate was 
due to the fact that the researcher was making 
appointments with the respondents in advance so 
that they make time for the interviews. In addition, 
the respondents were asked to choose the time they 
are free to meet with the researcher. The researcher 
scheduled the appointments with the respondents 
well in advance for them to be prepared. The 
researcher asked the respondents to choose the time 
that they were free so that the interviews could be 
done. This was done to ensure that the respondents’ 
working hours are not compromised. Interviews 
were held face-to-face with the participants 
allowing them the chance to ask questions where 
necessary.  
4.2 Age group of participants 
The researcher was interested in understanding the 
age group of participants. The participants were 
supposed to indicate the age group in which they 
belong. The available age groups to choose from 
were as follows; 20 years and below, between 20 
and 40 years and those ones above 40 years of age. 
The results obtained are as shown in Figure 1. 
 
Figure 1: Age group of participants 
As indicated by the Figure 1, there were no respondents who were less than 20 years of age. Nine participants 
were between 21 and 40 years of age. Four participants were above 41 years of age. The age group indicates that 
the participants were old enough to have an experience with the Namibian ATMs and hence the responses that 
they gave were of much importance to the researcher. 
4.3 Gender of participants 
The participants were asked to choose their gender. They were supposed to choose between male and female. 
Figure 2 indicates the summary of the results that were obtained.  
 
Figure 2: Gender of participants 
As shown by the results in Figure 2, four of the participants were female and nine of the participants were male. 
This may be an indication that there are more males as compared to females in Namibia. 
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4.4 Institution in which the participants were working 
The participants were supposed to indicate the institution or the organisation that they are working for. Figure 3 
indicates the summary of the results that were obtained.  
 
 
Figure 3: Institution in which the participants are 
working 
The results in Figure 3 indicate that four 
respondents were from the selected university. 
There were two respondents from Namibian Police 
and 7 participants from various banks. The 
researcher included the Namibian police because 
they are the ones that work with ATM fraud as well 
as any crime in the country. The various banks 
were chosen since they are the ones that have the 
ATMs on which customers make transactions. 
4.5 Security features of ATMs. 
The main objective of the study was to design, 
implement and enhance Automated Teller 
Machines (ATMs) security features in Namibian 
perspective. It was crucial for the researcher to 
have an in-depth understanding of the security 
features that are currently being used by the 
commercial banks in Namibia.  
4.5.1 Security features of currently used ATMs 
All the thirteen respondents indicated that the 
security features that are widely used at ATMs in 
Namibia are as follows; unique PIN numbers, 
placing of ATMs at secure locations, strong ATM 
machines, CCTV Cameras, PIN numbers, covers at 
ATM machines to cover PIN at an ATM machine, 
blocking ATM card on three failed login attempts, 
security guards, mobile alert messages when card is 
not in use for a long time or when a transaction has 
happened. Four participants from the banks further 
noted that the features that are used at Namibian 
ATMs are; use of bank cards that are smart cards, 
menu options at ATMs to select for example cancel 
and proceed, notification by SMSs when 
transaction has been done at ATM and daily limit 
withdrawals on ATM machines.  
4.5.2 Effectiveness of existing security features 
of ATMs in Namibia 
The results from the interviews indicated that the 
security of the currently used ATMs in Namibia is 
not well enough to protect against ATM frauds. 
Twelve out of thirteen participants interviewed 
were of the opinion that security features of the 
Namibian ATMs are not enough in protecting 
against frauds. One of the participants from the 
bank noted that, “The security features of 
Namibian ATMs are not enough. There is need to 
enhance the security of the ATMs”. Another 
participant from bank said that, “security will never 
be sufficient therefore the commercial banks should 
continuously upgrade ATM securities so that they 
stay ahead of the criminals”.  
Another participant from bank was of the opinion 
that the security features are well enough to some 
extent to protect against ATM fraud in Namibia. 
The participant said that, “To some extent yes the 
security features are secure since the PIN number 
is only known to the user. However, if the 
fraudsters gets hold of the customer’s ATM card 
and PIN number, they will be able to withdraw the 
money in the customers’ account and thus the 
security features are not enough to some extent as 
well”.  
4.5.3 Namibian ATM technology 
The majority of the participants were in agreement 
that Namibia is not using latest ATM technology. 
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This was also in line with the statistics on ATM 
fraud cases which could mean that the ATM 
technology is not up-to-date. The results showed 
that something has to be done to improve the ATM 
technology. All the respondents from the banking 
institutions and Namibian police indicated that at 
least there is a need for biometric technology at 
ATMs instead of only PIN numbers. One 
participant from the bank said that, “With 
biometrics you just scan your finger and proceed 
with the transactions. At least Namibian banks 
must also adopt the use of fingerprint recognition 
at ATMs. Fingerprints must be used to identify 
people at ATMs so as to reduce the number of 
frauds happening on the ATMs”. This is also in 
line with Amin et al. (2015) who noted that there 
has been a significant thrust towards the use of 
biometric authentication systems in recent years. 
Six respondents indicated that to some extent, the 
Namibian ATMs maybe using up to standard 
technology as required by the Bank of Namibia. 
However, they were also in agreement that the 
technology might not be latest.  
 
4.6 The enhanced security features of ATMs. 
4.6.1 One Time Pin (OTP) or biometrics 
combined with PIN number 
All the participants interviewed said “Yes definitely 
it will make it more efficient”. This was the 
response by all the participants during interviews. 
However, the participants also pointed out that 
OTP has disadvantages as not everyone has a 
cellphone. In addition, some places in rural areas 
does not have network coverage. In addition, the 
costs of these securities will mean more bank 
charges to customers. The participants interviewed 
pointed out that the benefits that come with the 
biometrics when it comes to ATM security is worth 
it. Biometric authentication will be more secure 
because no one can steal someone’s fingerprints. 
Fraudsters can steal ATM card or PIN number but 
they cannot steal fingerprints. The interview results 
indicated that biometrics can enhance security to a 
greater extent. All the participants further noted 
that OTP is not much efficient because fraudsters 
can also do SIM card swaping. This means, if the 
fraudsters use SIM swapping, the OTP will still 
come them.  
 
4.7 Implementation of fingerprint based ATMs 
in Namibia. 
4.7.1 Effectiveness of fingerprints together with 
PIN numbers 
All the participants interviewed indicated that 
combining fingerprints and PIN number details is 
very effective. However, the participants said that it 
is important to note that developed countries can 
afford these advanced technologies unlike 
developing countries like Namibia which might not 
have resources. One participant from bank said 
that, “Yes this is very effective because it is very 
difficult for fraudsters to copy someone’s 
fingerprints. This will actually discourage the 
fraudsters if biometric is introduced at ATMs. This 
is very effective as no two people have the same 
fingerprints”. One participant indicated that it 
might be unnecessary addition of time causing 
lengthy queues at ATMs. However, increasing the 
time of transaction is not a major problem 
considering the high security which would have 
been introduced. The Namibian police participants 
suggested that it is better to use iris instead of 
fingerprints since they feel that iris is more secure. 
The majority of the respondents were of the 
opinion that the migration from simple PIN to 
combined PIN and biometrics can improve 
significantly security at ATMs. 
5. CONCLUSION  
The results of the qualitative study indicated that 
the security of the currently used ATMs in Namibia 
is not well enough to protect against ATM frauds. 
There is need to enhance the security features of 
the ATMs. Generally in technology, security will 
never be sufficient and banks should continuously 
upgrade ATM security so that they stay ahead of 
the criminals. The other key finding from the 
qualitative research study was that fingerprint and 
other related biometrics security mechanisms were 
not being used in Namibia and these are the most 
effective security mechanisms to be used at ATMs. 
The commercial banks in Namibia have been 
currently taking measures in an effort to reduce the 
fraud cases at ATMs. The measures taken by the 
banks includes the introduction of EMV cards, 
introduction of smart cards, phasing out of 
magnetic stripe ATM cards, more surveillance 
cameras. There was also increasing in awareness 
campaigns to end users about ATM frauds 
especially on the tourists as they are more 
vulnerable to the fraudsters. Furthermore, there 
have been an increase in the installation of CCTV 
cameras at ATM machines. All the commercial 
banks in Namibia were required by Bank of 
Namibia to roll out magnetic stripe ATM cards and 
replace them with smart cards. 
Based on the research findings, the following are 
recommended for future study by the researcher: 
ISSN: 2321-8819 (Online) 2348-7186 (Print) Impact Factor: 1.498 Vol. 6, Issue 7, July, 2018  
35 
Asian Journal of Multidisciplinary Studies, 6(7) July, 2018 
 
  
  
 
 
 
 There is a need for continuously improving the 
fingerprint matching and extraction algorithms 
to reduce the FRR, FAR and time taken in 
matching fingerprints. 
 Biometric readers that can be used as sensors 
to read the blood vessels of the fingerprints 
instead of the miniature features are needed to 
be designed. 
 The biometric sensors that can detect the 
liveness of the fingerprints have to be 
developed. This is useful in case the fraudsters 
have managed to fake someone’s fingerprints. 
 Strong sensors that capture fingerprint images 
from a distant need to be designed. This is 
useful in case the fingers are dirty and they 
may not be read accurately using the sensors 
that requires physical contact. 
 Combination of iris and PIN number at ATM machines. 
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